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AMITY INSIGHT:
CYBERSECURITY

Introduction
By Thomas Fitzgerald,  
Associate Fund Manager

Cybersecurity is a pervasive secular trend within 
technology today and a growing area of focus 
for companies across all sectors, government 
organisations and individuals. Despite the 
development of a large and expanding market 
for cybersecurity technologies and services, the 
frequency and magnitude of cyber-criminality 
has not receded, giving rise to an increasing 
level of scrutiny amongst media-outlets, 
shareholders, industry regulators and the public 
in general. This Insight examines the origins and 
structural drivers of the cybersecurity market, 
identifies the technologies and services available 
to those entities wishing to defend their digitised 
assets and suggests how the industry may evolve 
and which companies are best-positioned and 
most challenged going forward.
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Hackers are breaking 
the system for profit. 
Before, it was about 
intellectual curiosity and 
pursuit of knowledge 
and thrill, and now 
hacking is big business.

‘‘

‘‘

Kevin Mitnick,  
renowned hacker 1 

1  Huffington Post, 2011, ‘Kevin Mitnick, Former Fugitive Hacker, Laments How The Game 
Has Changed’. August 2011.  
http://www.huffingtonpost.com/2011/08/16/kevin-mitnick-hacker-book_n_928107.html 
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THE ORIGIN AND EVOLUTION OF CYBER THREATS

MIT Computer Science students  
coined the term ‘hackers’ after model  
train enthusiasts

Former AOL software engineer steals 92m 
usernames from the AOL database and sells 
them to a spammer

Stephen Gold & Robert Schifreen were the first 
to be convicted of cyber-crime for hacking into 
British Telecom’s email accounts

The Stuxnet worm infiltrated Iran’s nuclear 
facilities via an employee's USB device

US passed the Computer Fraud and 
Abuse Act, making it illegal to hack into 
someone else’s computer

The account details of 77m Playstation 
customers were stolen, Playstation Network 
was offline for a week

A Cornell student developed the first 
computer worm, which temporarily shut 
down the Internet

40m credit card details and 70m personal 
records are stolen from Target customers 
through POS malware

Check Point Software introduced the first 
stateful inspection (using memory) firewall

US charged five members of Chinese army 
with crimes of cyber economic espionage

Symantec released the first version of 
Norton Anti-Virus

56m credit cards belonging to Home Depot 
customers are compromised through POS 
malware and vendor log-ins

The ‘I Love You’ worm spread via email 
and infected 50m computers

Sony Pictures sees the theft of confidential 
information, possible link to North Korea

The first annual DEF CON conference, 
now one of the world’s largest annual 
hacker conventions

Mt. Gox goes bankrupt after 850,000 Bitcoins 
($460m) are stolen

Canadian teenager conducts a Denial-of-
Service attack rendering Yahoo, eBay, Amazon, 
CNN and other websites inaccessible 

~160,000 banking and personal details of 
TalkTalk customers stolen, suffers £60m in 
costs and loss of 101,000 customers

Cyber-attacks have evolved significantly from the early days when the motivation for hacking into a network or device 
centred on discovery, disruption and at times, notoriety. In 1988, Robert Morris, a twenty-three year old graduate 
student at Cornell University developed the first ever computer worm, a self-propagating virus that spread across a 
network of 6,000 computers and successfully closed down the Internet.2 This was the first instance of a successful 
denial-of-service attack in which computers are slowed to the point of becoming unusable. As the Internet was 
still relatively nascent, the impact of the Morris worm was limited, however, it set the precedent for the multitude of 
computer viruses seen since then and established the field of cybersecurity, which up until this point had been viewed 
as a theoretical problem and thus a low priority amongst software vendors.

Since then, security solutions have been created and repeatedly modified, new security software vendors have been 
established and a cybersecurity industry has emerged. Nevertheless, since the early years of the new millennium, 
the number of cyber-attacks has increased significantly, this is primarily attributable to the growing presence of highly 
sophisticated malicious actors seeking to penetrate digital networks and devices for financial gain. 
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2  Washington Post, 2013, ‘How a Grad Student Trying to Build the First Botnet Brought the Internet to its Knees’. November 2013.  

https://www.washingtonpost.com/news/the-switch/wp/2013/11/01/how-a-grad-student-trying-to-build-the-first-botnet-brought-the-internet-to-its-knees/ 



4 Amity Insight September 2016

CYBER CRIME TODAY
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CASE STUDY: TALKTALK TELECOM
In October 2015, the telecommunication company was forced to warn all 
four million customers that their data may have been stolen, after hackers 
acquired the personal and banking details belonging to a number of TalkTalk 
customers. Overall, the breach affected 157,000 customers with 21,000 bank 
account details, 28,000 credit card details and 15,000 dates of birth stolen 
during the cyber-attack.3 The breach inflicted immediate reputational damage 
upon the company and it was forced to temporarily close down its online sales 
and services channels. Consequently, the financial impact of the breach was 
substantial, with the company attributing the attack to 94% of the 101,000 
customers lost and a £60 million decline in profits in the following quarter of 
the financial year.4 The value of the company fell by 16% on the day of the 
announcement and has not recovered since due to the subsequent impact  
on the company’s financial performance and competitive positioning.

TALKTALK TELECOM: SHARE PRICE CHART

3  The Telegraph (2015), TalkTalk claims cyber attack hit just 4pc of customers, November 6, 2015, http://www.telegraph.co.uk/finance/
newsbysector/mediatechnologyandtelecoms/telecoms/11979032/TalkTalk-claims-cyber-attack-hit-just-4pc-of-customers.html 

4  Financial Times (2016) TalkTalk warns on earnings as cyber attack clean-up costs double, February 2, 2016. http://www.ft.com/cms/s/0/ 
23d31044-c981-11e5-84df-70594b99fc47.html#axzz48LOgwg2o
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NUMBER OF SECURITY INCIDENTS (MILLIONS)

The likely annual 
cost to the global 
economy from 
cybercrime is more 
than $400billion5

“ “
Source: PwC 2015/16, Global State of Information Security

Source: Ponemon Institute 2015, Global Cost of Data Breach
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5 McAfee (2014) Net Losses: Estimating the Global Cost of Cybercrime, June 2014
6 PwC (2016) The Global State of Information Security Survey 2016 – Turnaround and transformation in cybersecurity
7 Ponemon Institute (2016) 2016 Cost of Data Breach Study: Global Analysis, June 2016

PricewaterhouseCoopers (PwC) found in its 2016 survey of 
more than 10,000 industry participants that there were an 
estimated 59.1million cybersecurity incidents globally in 2015, 
representing a 38% increase from the previous year.6 From 
2009 to 2015 the number of cybersecurity incidents grew at a 
compounded annual rate of 61%. At the same time, the average 
cost of cyber-attack to an organisation is on the rise, increasing 
from $7.2million in 2013 to $7.7million in 2015 according to 
the Ponemon Institute. So the breadth of security attacks is 
increasing, as well as the cost.7
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SECURITY BREACHES IN THE UK

DATA RECORDS STOLEN/LOST BY INDUSTRY

Source: Gemalto, Breach Level Index 2015

Source: PwC Information Security Breaches Survey 2015
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8 PwC, 2015, ‘Information Security Breaches Survey 2015 ’, November 2015, https://www.pwc.co.uk/assets/pdf/2015-isbs-technical-report-blue-03.pdf 
9 Gemalto, 2015, ‘The Breach Level Index 2015 ’, 2016. http://breachlevelindex.com/assets/Breach-Level-Index-Annual-Report-2015.pdf 
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This threat is universal and not limited to companies of a particular size or sector. PwC found in a UK survey 
of 664 executives and I.T. professionals in 2015 that an increasing number of both small and large companies 
are reporting security breaches, with 90% of large organisations (more than 250 employees) suffering 
a security breach in 2015.8 Additionally, malicious cyber-attacks present a risk to enterprises across all 
industries, with government organisations incurring the most data breaches in 2015 according to Gemalto’s 
Breach Level Index. This was a significant change from the previous year in which government accounted  
for 5% of total incidents and was largely due to several large breaches in the United States and Turkey.9

The cost of a cyber breach does however differ between industries, with those that are heavily regulated  
such as healthcare, education and financials carrying a higher per capita data breach cost than those with 
less regulatory oversight.
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Source: Gartner
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10  Gartner, 2015, ‘Gartner Says Worldwide Information Security Spending Will Grow Almost 4.7 Percent to Reach $75.4 Billion in 2015 ’,  
September 23 2015, http://www.gartner.com/newsroom/id/3135617

PER CAPITA COST BY INDUSTRY ($USD)

HEALTHCARE

LIFE SCIENCE

ENERGY

MEDIA

355

195

148

131

FINANCIAL

COMMUNICATIONS

HOSPITALITY

RESEARCH

221

164

139

112

SERVICES

INDUSTRIAL

CONSUMER

PUBLIC

208

156

133

80

EDUCATION

RETAIL

TECHNOLOGY

TRANSPORTATION

246

172

145

129

Source: Ponemon 2016

These trends have occurred despite the fact that cybersecurity technology and services has been one 
of the fastest growing areas within technology over the last few years, increasing (in terms of revenues) 
at an average rate of 9.5% annually since 2010 (the overall I.T. infrastructure market has grown by 
1% over the same period), according to Gartner.10 This suggests that the current security paradigm, 
encompassing security technology and services as well as government and management level  
oversight is still yielding ineffective results. 

Global I.T. Security Spending ($ Billions, LHS) As a % of Total Global IT Spending

GLOBAL I.T. SECURITY SPENDING
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MARKET DRIVERS 
An expanding digital economy 
The rapid growth in the digital economy through the increasing use of smartphones, the digitisation of 
company assets (cloud based applications and networking) and the proliferation of the ‘Internet of Things’ 
all entice greater levels of cyber-criminality, as more confidential and potentially valuable information is 
processed and stored in the digital space. The growing use of the Internet of Things, for example, provides 
opportunities for enterprises, through increased connectivity, to increase efficiency and realise cost savings. 
However, it also expands a corporate network beyond the traditional remits and increases the number of 
penetrable endpoints, which a malicious actor may capitalise on to infiltrate a device or entity’s network. 
Research firm IDC, estimate that the installed base of the Internet of Things will grow to twenty-eight billion 
connected devices by 2020, representing a 209% increase from 2013 levels.11

INTERNET OF THINGS (IOT) INSTALLED BASE FORECAST

A more sophisticated threat 
Approximately 650,000 new users join the Internet every single day, while almost one million new unique 
pieces of malware (malicious software designed to damage or disrupt a computer system) are released, 
hacking more than 30,000 individual websites.12 Cyber adversaries are becoming more sophisticated and 
better funded. Overall, not only is the number of cybersecurity incidents increasing but the scope of breaches 
is also rising, with more than fifty breaches involving over one million lost or stolen records in 2014, a 77% 
increase against 2013. Cyber criminals can profit through the sale of information or indeed the software  
and tools required to carry out such an attack, both of which can be traded illegally.

HIGH SCOPE (>1 MILLION RECORDS LOST/STOLEN) CYBER BREACHES

11 IDC, 2016, ‘Market in a Minute: Internet of Things ’, January 2016. http://www.idc.com/downloads/idc_market_in_a_minute_iot_infographic.pdf 
12 Symantec, 2016, Internet Security Threat Report, May 2016
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Evolving motivations 
The motivations behind cyber-attacks can vary from profit seeking, corporate espionage and warfare,  
to protest, activism and enjoyment. According to Gemalto’s ‘Breach Level Index’, in 2015, 58% of 
cyber-attacks were conducted by malicious outsiders, while 14% were related to malicious insiders. 
State-sponsored cyber-activity was attributable for 2% of attacks. Nation states are increasingly 
leveraging cyber vulnerabilities to disrupt or obtain information (intellectual property, national security 
secrets or disruption for political gain) for economic gain or national security purposes. Given that it is 
possible to conceal identities and attack an enemy remotely, the risk for a nation-state is relatively low 
while the potential gain is high. Until something alters this dynamic, we are likely to see an increasing 
level in the number of state-sponsored attacks.

Amity Insight September 2016 9

INCIDENTS BY SOURCE

Source: Gemalto, Breach Level Index

Malicious outsider 58.0%

Accidental loss 24.0%

Malicious insider 14.0%

Hacktivist 2.0%

State sponsored 2.0%
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THE RESPONSE

13  The White House, 2016, ‘FACT SHEET: Cybersecurity National Action Plan ’, February 9, 2016. https://www.whitehouse.gov/the-press-office/2016/02/09/fact-sheet-
cybersecurity-national-action-plan 

14  E-Hacking, 2016, ‘UK Government will Spend £1.9bn on Cyber Security ’, March 5 2016. http://www.ehacking.net/2016/03/uk-government-will-spend-19bn-on-cyber.html 
15  PC World, 2016, ‘EU Plans $2b Investment in Cybersecurity Research ’, July 5 2016. http://www.pcworld.com/article/3091708/eu-plans-2b-investment-in-

cybersecurity-research.html 
16  White House, 2016, ‘FACT SHEET: Cybersecurity National Action Plan ’, February 9 2016. https://www.whitehouse.gov/the-press-office/2016/02/09/fact-sheet-

cybersecurity-national-action-plan 
17 Allen & Overy, 2016. ‘The EU General Data Protection Regulation’ 
18 CNBC, 2015, ‘US-China Agree to not Conduct Cybertheft of Intellectual Property ’, September 25 2015. http://www.cnbc.com/2015/09/25/
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In response to the increasing level of cybersecurity risk, governments, regulators and company board members 
around the world are heightening their focus on knowledge and defences. 

Government action
At a government level, spending has been increased to strengthen internal security architectures, while regulatory 
oversight has been enhanced to protect public and private sector entities. The US federal government has been 
particularly proactive in these efforts, with President Obama’s budget for the fiscal year 2017 calling for $19 billion  
to be invested specifically in technology to protect high value assets as well as cybersecurity recruiting talent.13  
This represents a 36% increase year-on-year in Federal resources for cybersecurity.

Outside of the US, the UK government has also increased its proposed level of spending on cybersecurity defences, 
setting aside £3.2bn for investments over the next four years, double the level previously.14 The European Union has 
also increased its level of spending, as well as launching a cross-border research effort between member nations,  
in which it has provided €500 million of funding and is seeking a further €1.5 billion from industry.15 

Regulators are also beginning proactively to address cyber risk. In the US, the Cybersecurity Act 2015 was signed  
into law in December 2015, a voluntary standard which is being adopted by companies to share information 
surrounding cyber-attacks and ultimately form a collaborative effort to improve cybersecurity intelligence.16 In Europe, 
the European General Data Protection Regulation was adopted in 2016, which imposes strict requirements on data 
breach notification and imposes fines on companies that fail to protect data or notify regulators of a breach.17

In addition, there has been greater cooperation between countries in combatting cybersecurity risks. For instance,  
in November 2015, US President Obama and China President Xi Jinping agreed not to conduct or knowingly support 
cyber-related attacks for the purpose of corporate espionage.18 However, while this is a progressive step, it is unlikely 
that these initiatives will prevent future cyber-attacks on public or private sector entities.

US FEDERAL SPENDING IN CYBERSECURITY ($ BILLIONS)

Source: FISMA Annual Report to Congress, whitehouse.gov
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19 World Economic Forum (2016), The Global Risks Report 2016: 11th Edition 
20  Slaughter & May (2015) Cyber Security – Corporate Insights for Companies and Their Directors, March 2015. https://www.slaughterandmay.com/media/2478522/

cyber-security-corporate-insights-for-companies-and-their-directors.pdf 
21  PWC, 2015, ‘Annual Corporate Directors Survey ’. http://www.pwc.com/us/en/governance-insights-center/annual-corporate-directors-survey/assets/pwc-2015-

annual-corporate-directors-survey.pdf 
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BOARD ACTION 
With greater frequency and larger costs, investors and regulators are increasingly challenging boards 
to step up their oversight of cybersecurity. Indeed, the World Economic Forum (WEF) lists cyber-
attacks as one of the biggest global risks facing businesses around the world, ranked higher than food 
crises, interstate conflict and terrorist attacks.19 
As a result, cybersecurity should sit within the oversight role of the Board. According to law-firm 
Slaughter and May, who published a report detailing their engagement with the top 350 UK listed 
companies on cyber security threats, 75% of audit chairs felt their Board took cyber risk very 
seriously and 88% of respondents now include cyber risk on their risk registers (up from 58% in 
2013).20 This suggests there is an increased level of engagement with the issue as a business  
rather than a pure technology risk. However, even when discussed at Board level, the time devoted  
to the topic can be quite small as shown by the PwC Annual Corporate Director’s survey.21

% OF TOTAL ANNUAL BOARD/COMMITTEE HOURS SPENT DISCUSSING  
OVERSIGHT OF I.T. RISKS & OPPORTUNITIES

Source: PwC Annual Corporate Director’s Survey 2015, 2012

As the cybersecurity landscape evolves, companies and their directors are likely to face increasing 
scrutiny. Ownership of cyber security has started to shift from the Head of I.T. to the CIO or the CEO 
and some companies have implemented Board training on cybersecurity risks at an executive level 
and appointed Chief Security Officers. Slaughter & May (2015) found that 48% of audit chairs had 
undertaken some form of cybersecurity training in the prior twelve month period.

2012 2015
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SLAUGHTER AND MAY RECOMMENDATIONS FOR DIRECTORS 
Board members have not traditionally had knowledge or experience in I.T. processes and cybersecurity. 
Slaughter and May (2015) found that only 1% of audit chairs felt that the main board was ‘fully informed 
and skilled’ in respect of cybersecurity. 

Slaughter and May advise company directors to observe the following:
a)  Take action to protect their companies from the risk of cyber attacks
b)  Implement a robust and proactive cybersecurity policy combined with a rigorous board oversight 

process, which is appropriate to their company and which allows them to achieve the three core 
objectives of a well-founded cyber security policy

c)  To meet these objectives, a company should:
 i)  Appreciate which of its assets and systems are at risk of cyber attack
 ii)  Assess and develop systems to protect these assets and systems
 iii)  Monitor the specific cyber threats that the company faces

Following these practices should help companies to mitigate commercial and legal risks related  
to cyber-attacks as well as driving commercial growth through the better utilisation of new and  
existing technologies.

The cybersecurity landscape is complex and there is no silver bullet in protecting an entire I.T. infrastructure with one 
product. Therefore, entities approach security in layers, this is referred to as ‘defence in depth’, where incoming and 
outgoing data traffic is checked at multiple intervals. In addition, as digital networks expand and grow more complex, 
creating greater exposure to emerging cyber-threats, the demand for external services to design, deploy and in some 
cases manage security systems has increased.

The 
Cybersecurity 
Market 

Description Revenues 
2015

Historic 
CAGR 
(2011-15)

Gartner 
Estimated 
CAGR  
(2015-18e)

Endpoint 
Security

Security technology to protect PCs, smartphones, 
tablets and applications. Safeguarding against 
malware, identity theft and online transactions

$13bn 5% 5-6%

Network 
Security

Protects the company network and prevents 
unauthorised access (Firewalls, email/web security 
and Unified Threat Management

$8bn 7% 7-8%

Data Security Aimed at the management of data/critical assets 
and ease of access to data (Identity & Access 
Management is an area of increasing focus)

$5bn 9% 7-9%

Services Consulting and outsourced I.T. security services 
such as network penetration testing

$49bn 10% 10-11%

Total Security 
Market

$75bn 10% 8-9%

KEY TECHNOLOGIES
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CYBER INSURANCE MARKET

Cyber insurance
With the increasing use of internet-connected devices and the increasing importance of digital strategies, cyber 
risk is becoming a key concern for businesses and assessing and mitigating potential financial losses from a data 
breach should be a top risk management priority. As a result, cyber coverage is an emerging area of growth for 
insurance providers. PwC estimate that the gross written premiums in the cyber insurance market currently  
amount to $2.5 billion per annum and could grow to $7.5 billion by 2020.22 

This growth is likely to be driven not only by insureds seeking breach damage containment but strong appetite among 
insurers to provide cyber insurance writings, reflecting the favourable prices that can be obtained by an underwriter. 
According to HM Government (2015), the cost of cyber insurance relative to the limit that is purchased, is typically 
three times the cost of cover of more general liability risks.23 This partly reflects the limited number of insurers offering 
such coverage presently, as well as the uncertainty around how much to put aside for potential losses.

Although this new area of business provides opportunities for insurers to enhance profitability, it also poses 
significant challenges. The rapidly evolving cybersecurity landscape and limited amount of actuarial data on  
the scale and financial impact of cyber-attacks makes this a difficult risk to evaluate and price with precision.  
While underwriters can estimate the cost of restoring or replacing I.T. systems in the same way as if they were 
damaged by a flood or fire, there is limited historical data to a help estimate the potential further losses that may 
result from brand impairment or compensation payments to stakeholders.

Source: Advisen

22 PwC (2015), Insurance 2020 & Beyond: Reaping the dividends of cyber resilience, September 14, 2015
23 HM Government (2015) UK Cyber Security: The Role of Insurance in Managing and Mitigating the Risk, March 2015
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THE INVESTMENT VALUE CHAIN

In our view, an expanding and increasingly complex digital economy, combined with heightened levels of government 
and Board oversight will drive further growth in investments for security technologies and services. Therefore, we 
believe there are a number of software and service companies that are well positioned to benefit from this large and 
growing market.
In addition, we believe that other technology verticals such as cloud service providers and semiconductor companies 
have a significant role to play in security as the surface area for potential attacks on a network increase, which may  
be used as a source of differentiation against competitors. For instance, when companies shift their I.T. infrastructure 
to cloud based applications, the responsibility to protect that asset from cyber-attacks largely lies with the cloud 
service provider, thus those providers with greater scale and expertise in terms of cybersecurity will be better 
positioned from a competitive standpoint.  

Security technologies
As we mentioned earlier within this Insight, the demand for security technologies and services is expected to grow  
at a much faster rate than the broader technology sector in the forthcoming years. At present, the I.T. security market 
is very fragmented, both in terms of technology requirements and competing players, with many software companies 
specialising in one area of security infrastructure. In our view, the market is likely to consolidate going forward, as 
software companies seek to broaden their security technology platform and increase their share of a growing market. 
Within this context, we believe that scale will be crucial and the large existing vendors such as Palo Alto Networks, 
Fortinet and Cisco are best positioned, given their broad product portfolios and strong balance sheets, which  
provide scope for corporate acquisitions and continued investments in research and development.

SOFTWARE NETWORKING SEMICONDUCTORS

INTERNET SERVICES OTHER

Symantec
Palo Alto Networks
Check Point

Cisco
Juniper
F5 Networks

Intel
ARM
Infineon Technologies
NXP Semiconductors

Amazon
Google
Microsoft (Azure)

IBM
Accenture
Cognizant
NCC Group

Cyber Insurance
Payment Providers

DRIVERS
Expanding Digital Economy  •  More Sophisticated Threat  •  Evolving Motivations  •  Increasing Focus at 
Government and Board Level
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Security services
As enterprise networks expand and grow more complex, creating greater vulnerability to 
cyber-threats, we expect that I.T. service vendors will experience robust demand for their expertise 
in security consultancy, integration and outsourcing services going forward. In particular, we favour 
those vendors with highly skilled human capital in the security domain and therefore we believe that 
companies such as NCC Group, Cognizant Technologies and Accenture are best positioned to 
benefit from the growth in demand. 
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AMITY CASE STUDY: CISCO SYSTEMS

AMITY CASE STUDY: NCC GROUP

Founded in 1984 by two members of Stanford University’s computer 
support staff, Cisco Systems has become one the world’s largest 
technology companies, with a market capitalisation of over $150 
billion and annual revenues of more than $49 billion, sourced from 
a well-diversified customer base on both a geographical and end-
market basis.

Currently, Cisco generates less than 5% of annual revenues from 
security software and related services. In recent years, the company 
has underperformed the overall security market, with revenue 
growth in this market significantly lagging peers. This was primarily 
driven by a weak product portfolio and the company’s failure to take 
advantage of the most recent innovations. Nevertheless, Cisco still 
boasts a commanding share in network security, with an approximate 
7% share of the global I.T. security market and a 25% share of the 
installed base in firewall technology. Over the last two years the 
company has completed several key security-related acquisitions, 
including SourceFire for $2.7 billion, which enhances the company’s 
security software portfolio. Given the company’s vast scale provided 
by its existing installed base in networking technology, improved 
security offering and very robust balance sheet which should support 
further investment in existing and new technologies, we believe that 
the company is well positioned to benefit from future growth in the 
security technology market.

NCC Group is a software services firm headquartered in Manchester. 
The company has a market capitalisation of over £900 million and 
generates annual revenues of more than £200 million. Its core businesses 
cover software escrow, software testing and security consulting. 

NCC has been providing software escrow services for more than 
thirty years, storing software source code for critical applications 
to ensure business continuity should a software vendor fail. It is 
the largest player globally, with more than 15,000 customers and 
the division provides the company with a source of high recurring 
revenues and strong cash flow, which has historically been used to 
invest in other areas of growth within the business. The other core 
component of NCC is Assurance, in which the company boast the 
world’s largest global team of highly skilled testers, more commonly 
known as ‘ethical hackers’, which are hired out to companies to find 
vulnerabilities in their cyber defences before they are exploited by 
criminals or competitors. Over 1,750 clients use NCC’s Assurance 
services, including 94 of the FTSE 100. 

In our view, NCC is well positioned to continue to benefit from 
increasing demand for cybersecurity services given the company’s 
commanding share of core markets and the strength and scale of  
its highly skilled global team of testers.
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VIEW FROM THE TOP

The City of London Police, in its capacity as the 
national policing agency for fraud and cyber-
crime, reported in March 2016 the outcome 
of its first study into the victims of cyber-crime 
and the methods being used to commit it. 
This revealed that men are on average three 
times as likely as women to be the victim of 
cyber-crime incurring an average per-loss 
hit of £2,354. It also shows that the harm 
caused increases with age, that the elderly are 
disproportionately impacted in terms of their 
wealth and wellbeing. Women are more likely 
to be targeted than men in online shopping 
scams, suggesting smart targeting of particular 
demographics to achieve maximum impact. 
Over half of all cyber-crime perpetrated 
against UK individuals and businesses 
emanates from overseas. 
Through its agency, the Economic Cyber 
Crime Prevention Centre (ECPC), the study 
suggests that 80% of cyber related attacks 
are preventable if individuals and businesses 
follow certain precautions, and thereby reduce 
the estimated £30-40bn cost in UK cyber fraud 
annually. In 2015, the City of London Police 
recorded 2.5m cyber-crimes, with 70% of 
all fraud now cyber related. As we put more 
of our lives online and blur the distinction 

Neville White 
Head of SRI Policy & Research

between leisure, work and rest, the online 
world becomes an ever more attractive arena 
for criminals. This Insight sets out clearly the 
nature of the risk; we have no doubt, as the 
World Economic Forum makes clear, that 
this is one of the most pressing risks facing 
business as it increasingly digitalises.  
The sophistication and scope of online 
criminality is increasing at an unprecedented 
rate, and even significant investment in 
security and services barely keeps pace with 
new ways of inflicting online threats. 
At EdenTree with our recent focus on  
The Digital Planet, we believe investors have 
a role to play in asking tough questions 
of companies around cyber resilience and 
the resources employed to respond to it. 
Anecdotal evidence suggests that Boards 
have inadequate expertise to ask tough 
questions of management, whilst cyber-risk 
is perhaps still not being given the exposure 
necessary at Board level to prepare for and 
mitigate attacks when they happen. We hope 
you have enjoyed this Insight and look forward 
to your feedback. Information about personal 
online security for you, your business or your 
family is available at www.cyberstreetwise.com

The borderless nature of the internet has given 
criminals the opportunity to commit crime on a  
vast scale … this is a global problem and we are not 
alone in trying to grapple with this epidemic.
Commissioner Ian Dyson, City of London Police
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OUR PEOPLE

Sue Round 
Director of Group Investments 
and Senior Fund Manager

Sue is the UK’s longest-serving retail SRI 
Fund Manager. She launched the Amity 
UK Fund 28 years ago – pioneering 
our Profit with Principles investment 
approach. She is also AA rated by 
Citywire as of June 2016.

Neville White 
Head of SRI Policy and Research 

Neville is in charge of our Socially 
Responsible Investing team. His 
extensive experience includes being 
responsible for managing global 
corporate governance proxy voting  
for CCLA Investment Management.

Phil Harris  
Fund Manager

With over 25 years’ experience in UK small 
and mid-cap company sectors, Phil joined 
EdenTree in 2015 to run the UK Equity 
Growth Fund. He focuses on growth 
small-caps and previously specialised in 
corporate activism.

David Katimbo-Mugwanya, CFA 
Fund Manager

David joined EdenTree in 2015 bringing 
almost a decade of experience in fixed 
income instruments to our portfolios. He 
is a CFA charterholder and holds a BSc 
in Economics.

Tom Fitzgerald  
Associate Fund Manager

Having graduated from Oxford Brookes 
University with a degree in Economics 
and Business Management, Tom 
supports the Fund Managers by 
providing detailed company research 
and analysis. Tom is currently studying 
for the CFA.

David Osfield, CFA 
Fund Manager

David Joined EdenTree in 2016 as co-
manager of the Amity International Fund 
alongside CIO Rob Hepworth after 14 
years at Alliance Trust covering global 
equities. David has a 1st Class BA(Hons) 
in Business Finance from Durham 
University and is a CFA charterholder. 

Esmé van Herwijnen 
SRI Analyst

Esmé holds a Master’s degree in 
Sustainable Business from Toulouse 
Business School and gained experience 
in ESG research from Sustainalytics 
and PIRC. She supports our SRI team 
with company screening, proxy voting 
and engagement.

Chris Hiorns CFA 
Fund Manager

Chris has worked at EdenTree since 1996. 
He started as a Graduate Trainee and 
worked as an Investment Analyst before 
being appointed as the Fund Manager for 
the Amity European Fund in 2007 and the 
Amity Sterling Bond Fund in 2008. 

Ketan Patel CFA 
Fund Manager

Ketan began his career on the equity 
derivatives trading desk at JP Morgan. 
He holds an undergraduate degree in 
History & Geography and postgraduate 
degrees in Geography and Economics 
from the University of London and is a 
CFA Charterholder. 

Rob Hepworth 
Chief Investment Officer 
and Senior Fund Manager

Rob has previously been voted Investment 
Week’s Fund Manager of the Year and has 
been recognised as one of Citywire’s top 
10 Fund Managers of the past decade. 
This places him in the top 10% of all UK 
Unit Trust and OEIC Managers. 
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Please note that past performance is not a reliable indicator of future results and that the value of investments can fall as well as rise and you 
may get back less than the amount invested. For more information, factsheets or details of how to invest, please speak to your financial adviser. 
EdenTree Investment Management (EdenTree) Reg. No. 2519319. This company is registered in England at Beaufort House, Brunswick Road, 
Gloucester GL1 1JZ, UK. EdenTree is authorised and regulated by the Financial Conduct Authority and is a member of the Financial Ombudsman 
Service and the Investment Association.
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How to contact us
We hope you have found this Amity Insight interesting 
and useful. If you have any questions, or would like to 
know more about our responsible investment, in-house 
research and analysis, please get in touch.

Call  
0800 011 3821
Fax 
020 7528 7365
Go to 
www.edentreeim.com
Email 
information@edentreeim.com 
Write to us or visit 
24 Monument Street 
London 
EC3R 8AJ


